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1.  Introduc tion 
Wireles s  LANs  (WLANs ) are quickly becoming the connectivity platform of choice across  all types  of 
organizations  becaus e of their flexibility, convenience and ability to improve productivity. As  WLANs  
evolve from bes t-effort to mis s ion-critical infras tructure, organizations  find that the operational as pects  
of network s ecurity take on much greater importance. They dis cover that technic al requirements  are only 
one part of the equation. R egulatory requirements  relating to wireles s  networks  cons ume a s ignificant 
amount of time and res ources . As  a res ult, many organizations  are rethinking their approach to s ecurity 
in their network operations .  
 
E ffectively managing wireles s  s ecurity pres ents  many challenges . B ecaus e wireles s  networks  are bas ed 
on R F s pectrum, they are inherently hard to control and allow malic ious  attacks  much more eas ily than 
with wired networks . Attackers  can execute wireles s  attacks , s uch as  denial-of-s ervice and man-in-the-
middle, us ing s imple, off-the-s helf hardware and free s oftware. 
 
Another s ecurity is s ue involves  well-meaning us ers  who s et up rogue (or unauthorized) cons umer-grade 
access  points  (AP s ) in the workplace. Thes e us ers , unaware of the s ecurity implic ations  of their actions , 
can eas ily compromis e the corporate network’s  s ecurity. R elated problems  occur when laptops  in dens e 
urban s ettings  or open, public  Wi-F i networks  connec t to the organization’s  wired network.  
 
R egulatory compliance is  a key motivator that drives  many organizations  to implement s tringent s ecurity 
proces s es  for their enterpris e wireles s  networks . The mos t common regulations  are P ayment C ard 
Indus try (P C I) Data S ecurity S tandard, Health Ins urance P ortability and Accountability Act (HIP AA) and 
S arbanes -Oxley (S OX).  
 
Des pite s etting s trict polic ies  that ban the ins tallation of unauthorized AP s , few enterpris es  have the 
tools  or res ources  to adequately enforce thes e guidelines  and to follow up and res olve threats  
cons is tently. S ome organizations  try to get by with periodic  manual s cans  by s ecurity or network 
engineering teams  us ing handheld s canners . This  method is  time-cons uming and random, and thus  
provides  little return on a s ignificant inves tment.  
 
S till other companies  us e their authorized Wi-Fi acces s  points  to detect rogue AP s . This  approach is  a 
cos t-effective way to detect the pres ence of pos s ible rogues , but without proper management tools  to 
c las s ify the devices  found, us ing authorized AP s  to find rogues  can potentially identify thous ands  of 
potential threats  with no follow-up mechanis m. In addition, this  approach is  only effective in detecting 
rogues  within R F range of the authorized AP s . In organizations  without comprehens ive wireles s  
coverage, this  approach potentially leaves  a great deal of s pace expos ed. It is  precis ely thes e uncovered 
areas  where employees  and hackers  are mos t likely to ins tall their own acces s  points . Further, wireles s  
networks  may have inadvertent coverage holes  that create blind s pots .  
 
Another s trategy is  to ins tall a complete overlay infras tructure, which provides  dedicated s ens ors  that 
locate rogue wireles s  devices , monitor for attacks  and s hield c lients  from attaching to rogue devices . 
Overlay s olutions  bring the benefits  of full-time s canning to bear, but add complexity. Network 
operations  teams  mus t manage yet another s ys tem. In addition, overlay s ys tems mus t be updated 
cons tantly to keep them s ynchronized with the AP s  deployed on the network, which frequently change 
or are s wapped out for maintenance. Too frequently, the overlay s ys tem does  not recognize valid AP s  
and contains  them as  rogues , which cuts  off s ervice to us ers . Overlay architectures  are the mos t cos tly 
approach in terms  of capital expenditure and operating cos ts . 
 
AirWave R AP IDS ™  R ogue Detection provides  organizations  with a practical,  cos t-effective s olution for 
enforcing s ecurity polic ies  and managing compliance. R AP IDS  is  a feature of AirWave Wireles s  
Management S uite™  from Aruba Networks  that delivers  the core capabilities  needed to manage s ervice 
quality for mobile us ers .  
 
Us ing a patented combination of wireles s  and wired network s cans , R AP IDS  automatically detects  and 
locates  unauthorized acces s  points  us ing the exis ting, authorized AP s  and air monitors  to s can the R F 
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environment for any unauthorized devices  in range. Unlike many other wireles s  s ecurity s olutions , 
R AP IDS  s cans  your wired network to determine whether any unknown devices  have been connected. An 
additional s oftware client allows  Wi-F i enabled Windows  devices  to act as  auxiliary R F s ens ors  with the 
optional AirWave Management C lient™  (AMC ) s oftware. R AP IDS  then correlates  all of this  data and us es  
a s et of rules  to highlight only thos e devices  that are truly a threat to your organization, which greatly 
reduces  fals e-pos itives  and allows  IT s taff to focus  on the mos t important is s ues .  
 
R AP IDS  works  in conjunction with the wireles s  intrus ion prevention module available with Aruba routers  
to offer cus tomers  a comprehens ive wireles s  intrus ion protection s olution (WIP S ).  C us tomers  can deploy 
this  s olution with hybrid AP s  that s erve the dual purpos e of providing acces s  to us ers  while s canning for 
wireles s  threats . Or, when implemented as  an overlay architecture, Aruba AP s  can s erve as  dedicated 
s ens ors  called air monitors  (AMs ). R AP IDS  us es  data from both the deployed AP s  and the dedicated 
AMs  to provide a complete view of your wireles s  environment. In the event that your organization does  
not yet have an authorized wireles s  LAN, you can us e R AP IDS  and AMC  to detect rogues  on the 
network us ing both wired and wireles s  detection methods . 
 
This  white paper dis cus s es  how R AP IDS  works  to vas tly improve network s ecurity, manage compliance 
requirements  s uch as  P C I, and reduce the cos t of maintaining wireles s  s ecurity.  
 

2.  Us ing AirWave R AP IDS  to Detec t All R ogues  on Y our Network 
To provide a practical, effective defens e agains t rogues  and other forms  of wireles s  intrus ion, a s olution 
mus t offer both wired and wireles s  s cans , accurately analyze and prioritize the threat levels  of potential 
rogues , and alert s taff of threats  bas ed on the enterpris e’s  s ecurity polic ies  and requirements . To 
accomplis h thes e objectives , R AP IDS  s upports  the 
five-s tep proces s  outlined below: 
 

1. P erforms  multiple types  of wired and wireles s  
s cans . 

2. C orrelates  the res ults  of the various  s cans  to 
cons olidate all available information about 
identified devices . 

3. C las s ifies  the dis covered devices  bas ed on 
rules  that are cus tomized to an organization’s  
s ecurity needs . 

4. G enerates  automated alerts  and reports  for IT 
containing key known information about 
unauthorized devices , inc luding the phys ical 
location and s witch port whenever pos s ible. 

5. Deploys  containment mechanis ms  to neutralize 
potential threats .  

 

3.  R ogue Devic e Detec tion and Attac k S ignature Trac king 
R AP IDS  us es  a patented combination of dis covery techniques  acros s  both your wireles s  and wired 
network infras tructure to find every potential rogue ac ces s  point, whether it is  connected to your 
network or not.  

3.1.1  Wireles s  Dis c overy 
For wireles s  dis covery, R AP IDS  us es  your exis ting authorized acces s  points  and/or dedicated s ens ors  to 
s can the airs pace for IDS  events  or any unauthorized devices  broadcas ting within range. Thes e 
infras tructure devices  handle the s canning of the wireles s  environment, and in s ome s ys tems  they take 
care of correlating wireles s  and wired traffic . All data is  reported to R AP IDS .  
 

Figure 1: AirWave R AP IDS  R ogue Detection automatically 
detects  and locates  unauthorized access  points  and 
utilizes  a s et of rules  to highlight the mos t important 
threats  to your organization. 
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Optional AirWave Management C lient s oftware allows  you to us e exis ting Wi-F i-enabled P C s  for rogue 
detection where no wireles s  coverage is  provided. AMC  s oftware acts  as  a pas s ive s ens or that lis tens  to 
the s urrounding environment and reports  back to the R AP IDS . This  enhances  the wireles s  dis covery 
proces s  without having to deploy additional s ens ors  or AP s , which can be cos tly.  
 
3.1.2  Wired Dis c overy 
To find rogue AP s  that cannot be dis covered via R F scans  and to provide richer information on thos e 
AP s  that have been dis covered wireles s ly, R AP IDS  polls  the routers  and s witches  on the network to 
obtain a full lis t of devices  phys ically connected to the wired infras tructure. R AP IDS  compares  the MAC  
addres s  of each device to AirWave’s  databas e of more than 12,000 MAC  addres s  ranges  to identify 
devices  that fall within the ranges  us ed by manufacturers  of cons umer-grade wireles s  acces s  points . 
S ince thes e devices  are rarely us ed by enterpris e IT departments , they are the mos t common devices  to 
be identified as  rogues . 
 
As  an additional procedure for rogue detection, R AP IDS  us es  S NMP  and HTTP  fingerprint s cans , which 
allows  the s ys tem to s can every IP  addres s  in a s pecified range. S ince fals e-pos itive identifications  are 
cos tly and time-cons uming for IT to inves tigate, R AP IDS  can interrogate a s us pected rogue device to 
determine its  operating s ys tem, and that information c an weed out devices  that are les s  likely to be 
rogues . Armed with this  s upplementary information, network s ecurity pers onnel have a greater 
confidence level when confirming a device as  a rogue, even if it was n’t identified wireles s ly.  

3.2  R es ult C orrelation 
As  R AP IDS  runs  its  s cans , it us es  a s eries  of algorithms  to correlate and aggregate the data into a s ingle 
device record that: 
 

• P rovides  comprehens ive information to as s es s  and locate a potential rogue. 
• S hows  wireles s  s can res ult details , which inc ludes  S S ID, number of dis covering radios , 

encryption information, vendor, R F channel,  radio MAC  addres s  or B S S ID, and network type. 
• Dis plays  wireline s can data, including LAN MAC  addres s , IP  addres s , vendor and operating 

s ys tem. 
• Us es  wireles s  dis covery information to link B S S IDs  together, allowing R AP IDS  to accurately 

identify a s ingle rogue that is  broadcas ting multiple B S S IDs .  
• C ompares  the wired and wireles s  information to detect devices  on the phys ical LAN, which 

avoids  duplicate reports  on a s ingle rogue. 
 
The correlation proces s  permits  a more accurate threat as s es s ment for the organization. The 
comprehens ive device record is  pas s ed to the clas s ification engine, where R AP IDS  makes  a 
determination about the device’s  threat level.  

3.3  Threat C las s ific ation 
For many companies , rogue s cans  produce an overwhelming number of devices  to 
inves tigate. R AP IDS ’ c las s ification capabilities  help network s taff quickly rank 
potential threats , reduce fals e-pos itives  and accurately prioritize their ris k mitigation 
activities  within the context of the organization’s  unique definitions  of what 
cons titutes  a threat.  
 
R AP IDS  provides  an eas y-to-us e framework with a cus tomizable rules  engine that 
us es  rankings  to determine if a device is  a rogue or s imply a nearby AP . The rules  
engine is  pre-populated with common default c las s ifications  that are completely 
configurable to meet the organization’s  policy requirements . Thes e clas s ifications   
include Valid, Neighbor, S us pected Neighbor, S us pected R ogue and R ogue.  
 
Unlike wireles s  s ecurity products , R AP IDS  s eamles s ly integrates  with AirWave 
Wireles s  Management S uite, which enables  it to automatically identify all valid AP s   

Figure 2: R AP IDS  class ifications  
make device inves tigations  
more efficient. 
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during the cours e of network operations . As  a res ult, R AP IDS  does  not mis takenly s ee valid devices  as  
potential rogues , even if they have jus t been added to the network or if they are legacy WLAN 
infras tructure with different operational parameters  from the organization’s  current architecture.  

3.4  Automated Alerts  and R eports  
Once R AP IDS  clas s ifies  devices , it generates  alerts  and reports  according to us er-definable triggers . 
Mos t organizations  configure R AP IDS  to is s ue high-priority alerts  via email, S NMP  trap, s ys log or 
cons ole  
whenever devices  with a threat c las s ification of S us pected R ogue or greater are detected. P otential 
rogues  that have been as s igned lower s cores  may generate lower-priority alerts  or be logged in a report 
for later inves tigation.  
 
All R AP IDS  alerts  and log files  incorporate links  to the R AP IDS  detail s creen, whic h contains  all known 
data about the potential rogue device to as s is t IT in finding and removing the device as  quickly as  
pos s ible.  
 
Organizations  can define triggers  to act on wireles s  attack data reported by the network infras tructure. 
Mos t modern Wi-Fi controller architectures  can detect wireles s  network attacks  and report them through 
S NMP  traps . R AP IDS  adds  a layer of management by acquiring the traps , linking them to the detecting 
device and aggregating them acros s  the network. B y linking and aggregating the traps , R AP IDS  adds  
us eful context about what is  happening on the network. 
This  information is  powerful. While a s ingle attack might 
not warrant an inves tigation, emerging patterns  might tell 
a different s tory. For example, if your bas eline is  100 
attacks  in one day, R AP IDS  can alert you that ‘‘Today, 
this  controller had 150 attacks .’’ 
 
R AP IDS  offers  a cus tomizable das hboard that provides  
the network s ecurity team with an at-a-glance view into 
the current s tate of the entire network. The das hboard 
dis plays  all pertinent details  of the network, including 
current IDS  activity, detected devices , OS  vers ions  us ed 
and a complete s ecurity change log. It includes  graphical 
charts  that enable s taff to quickly as s es s  current 
s ituations  and determine if action is  required.  
 
R AP IDS  creates  a full report that lis ts  all s us pected 
rogues  for more effic ient management and complianc e 
reporting. R eports  can run automatically on a s cheduled 
bas is  and be cus tomized to meet the organization’s  
s pecific  s ecurity requirements . AirWave includes  a P C I 
compliance report des igned s pecifically to s peed up the 
P C I auditing proces s  and help organizations  track ongoing 
network compliance. 
 

3.5  R ogue R emediation and C ontainment Mec hanis ms  
When a device is  c las s ified as  a rogue, its  information and clas s ification pas s  through to AirWave 
Vis ualR F™  Location and Mapping feature. This  graphical tool calculates  the rogue’s  location and 
dis plays  this  information on a building floor plan. In mos t cas es , the location can be identified within a 
few meters , s o IT can take immediate action to eliminate the threat.  
 
If phys ical remediation is  not immediately pos s ible, network adminis trators  can remotely dis able the 
s witch port to which it is  connected, thereby denying the rogue device access  to the wired network. In 
addition, IT has  s everal manual and configurable rules -bas ed options  to contain rogues  wireles s ly. As  an 

Figure 3: The R AP IDS  das hboard displays  real-time 
information on all s us pected rogues  and on IDS  events . 
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example, the organization may want to contain all rogues  automatically s o that when they are 
dis covered after normal bus ines s  hours , the network s ecurity team has  time to inves tigate.  
 
The res ult is  a two-pronged containment approach. Firs t, it prevents  us ers  from as s ociating with rogue 
devices , and s econd, it ens ures  that rogue devices  do not have acces s  to the wired network. Once a 
device has  been removed from the network, R AP IDS  remembers  it s o that it is  automatically rejected 
even if it is  moved to another location. In addition, R AP IDS  provides  reports  to identify which AP s  have 
been blacklis ted and to dis play a his tory of their us e.  
 

4.  Us ing R AP IDS  to E ns ure P C I C omplianc e 
Developed by the P ayment C ard Indus try S ecurity S tandards  C ouncil,  
which includes  American E xpres s , Dis cover Financial S ervices , J C B  
International, Mas terC ard Worldwide, and Vis a Inc. , P C I Data S ecurity 
S tandard (DS S ) is  a s et of comprehens ive requirements  intended to help 
organizations  proactively protect cus tomer account data. P C I DS S 1

 

 requires  that all organizations  
accepting credit or debit cards  for purchas es  protect their networks  from attacks  via rogue or 
unauthorized wireles s  AP s  and clients . This  applies  even if the merchant has  not deployed a wireles s  
network for its  own us e.  

                                                           
1 PCI Security Standards Council Wireless Special Interest Group Implementation Team, “Information Supplement: PCI DSS 
Wireless Guideline,” July 2009 
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Figure 4: K ey requirements  from PC I DS S  Wireles s  G uidelines . 

 
P C I compliance mandates  that merchants :  
• C hange defaults  on all wireles s  AP s , controllers  and devices  and generate audit reports  proving 

s uch changes  have been implemented. 
• Log wireles s  access  centrally, review acces s  logs  daily and archive thes e access  logs  for one year. 
• Tes t for the pres ence of wireles s  acces s  points  by us ing a wireles s  analyzer at leas t quarterly or 

deploying a wireles s  IDS /IP S  to identify all wireles s  devices  in us e. For large organizations  with 
multiple locations , a centrally managed wireles s  IDS /IP S  to detect and contain unauthorized or 
rogue wireles s  devices  is  recommended. 

• E nable automatic  alerts  and containment mechanis ms  on the wireles s  IP S  to eliminate rogues  and 
unauthorized wireles s  connections  into the network environment.  

• C reate an incident res pons e plan to phys ically eliminate rogue devices  immediately from the 
network.  

• P erform audits  on a regular bas is  for compliance and provide reports  on the s ecurity of the network.  
 
The AirWave R AP IDS  R ogue Detection feature helps  retailers  and other covered organizations  comply 
with thes e requirements . R AP IDS  can leverage exis ting access  points  to automatically detect, locate and 
dis play the location of any rogue devices  on both the wireles s  and wireline networks . R AP IDS  als o 
enables  companies  to s et up automated, prioritized alerts  that can be emailed to a s pecified dis tribution 
lis t the ins tant that rogues  are detected.  
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P C I auditing features  in R AP IDS  allow organizations  to monitor, audit and demons trate real-time P C I 
compliance on the network. The s ys tem can alert network s taff whenever a configuration error is  
detected, providing complete information as  to how the configuration violates  defined policy. B ecaus e 
R AP IDS  s eamles s ly integrates  with AirWave, it has  a c omplete view into a wide range of requirements , 
including default pas s word enablement and wireles s  as s ociation information. R AP IDS  provides  detailed 
us er tracking and s es s ion his tory, s howing who is  connected to your network, when they connected and 
where they’ve roamed. 
 
R AP IDS  creates  a full report lis ting all s us pected rogues  for compliance reporting. R eports  can be run on 
a s cheduled or ad hoc bas is  to meet your s pecific  requirements . As  s taff inves tigates  potential rogues , 
R AP IDS  provides  an Acknowledge Y es /No flag for every device to aid in workflow management. R AP IDS  
provides  a pas s /fail grade for the network for each P C I requirement, which allows  s ecurity teams  and 
auditors  to quickly confirm compliance in an eas y-to-us e report. 
 

 
 

Figure 5: The P C I R eport provides an at-a-glance view of compliance s tatus , along with detailed information  
about what is s ues need to be addres sed. 

 

5.  S ummary 
Network s ecurity is  only as  s trong as  the weakes t point in the infras tructure, and unfortunately, well-
meaning employees  and malic ious  attackers  to create s ecurity gaps . Wireles s  s cans  alone cannot 
defend organizations  agains t all threats  from rogue acces s  points . The combination of integrated wired 
and wireles s  s cans  is  the mos t effective approach to detection and containment of rogue devices . To be 
s ucces sful at both goals , s olutions  mus t be able to ac curately as s es s  the threat levels  of devices , 
provide a framework for prioritizing ris k mitigation tas ks  and alert s taff of threats  bas ed on the 
enterpris e’s  s pecific  s ecurity polic ies  and requirements .  
 
AirWave R AP IDS  delivers  highly accurate, extremely flexible, and cos t-effective rogue detection and 
containment for any organization.  
 
F eature B enefit 
Wireles s  s canning that T ime and c os t s avings .  E liminates  the need to perform walk-arounds  
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leverages  exis ting AP s  points  
and s ens ors  
 

or to purchas e additional R F s ens ors  or dedicated s ervers . 
 

Wireline s canning 
 

Improved s ec urity.  E nables  a more accurate threat ass es s ment, 
improving the effic iency of network s taff. Allows  organizations  to 
detect rogues  in remote offices  and locations  without wireles s  AP s . 
 

R ules -bas ed threat 
c las s ification 
 

T ime and res ourc e s avings .  Allows  s taff to focus  on the mos t 
important ris k mitigation tas ks . C omprehens ive device c las s ification 
that’s  tailored to the organization means  les s  time s pent inves tigating 
fals e-pos itives . 
 

Automated alerts  
 

F as ter res pons e times .  Alerts  s taff the ins tant a rogue is  detected, 
reducing reaction times  and further improving s ecurity.  
 

R ogue AP  location and 
dis covered device 
s witch/port information 
 

F as ter threat mitigation.  G reatly s implifies  the tas k of s ecuring rogue 
devices  and removing potential threats . 

R eporting 
 

R educ ed regulatory expens e.  C omprehens ive rogue and audit 
reports  helps  companies  comply with various  indus try s tandards  and 
regulatory requirements . 
 

IDS  event management 
 

S ingle point of c ontrol.  P rovides  you with a full picture of network 
s ecurity. Improves  s ecurity by aggregating data for pattern detection.  
 

Manual and automated 
containment 
 

C ontinuous  s ec urity.  Improves  s ecurity by enabling immediate action 
even when network s taff is  not pres ent 
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About Aruba Networks  
 
Aruba is  the global leader in dis tributed enterpris e networks . Its  award-winning portfolio of campus , 
branch/teleworker, and mobile s olutions  s implify operations  and s ecure acces s  to all corporate 
applications  and s ervices  -  regardles s  of the us er's  device, location, or network.  This  dramatically 
improves  productivity and lowers  capital and operational cos ts .  

Lis ted on the NAS DAQ and R us s ell 2000®  Index, Aruba is  bas ed in S unnyvale, C alifornia, and has  
operations  throughout the Americas , E urope, Middle E as t, and As ia P acific  regions . To learn more, vis it 
Aruba at arubanetworks .com. For real-time news  updates  follow Aruba on twitter.com/ArubaNetworks , 
or greenis landnews .blogs pot.com. 
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